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MODERN ATTACKS EVADE TRADITIONAL TOOLS
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U.S. intelligence officials have warned in recent months that Chinese hacking groups
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VECTRA: PIONEER AND GLOBAL LEADER IN AlI-DRIVEN CYBER
THREAT DETECTION AND RESPONSE SUPPORTING US FEDERAL AGENCIES

* Founded 2011

* Privately held

* Global footprint
+ 600+ employees
+ 20+ countries

+ 3 SOCs - follow the sun
+ Austin, TX
+ Dublin, Ireland
+ Bangalore, India

» 48 security Al patents

* 97% coverage for MITRE
ATT&CK, with more MITRE
D3FEND countermeasures than
any other vendor

« >1000 enterprise customers
« >$200M ARR
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True Al & ML (not a buzz word)
Patented Al models (150+)

Competing solutions leverage superficial Al & anomaly detection

FO u n d atl O n All Al resides local (air-gapped) requiring no cloud connectivity

No need for Signatures*

Of Ve Ctra Models and hashes change, underlying behaviors are constant

Introduced a full Suricata engine March 2023 to support STIG/RMF
requirements

Supporting Agentless...

Passive on SPANs/packet brokers & in Azure Gov/AWS Gov, AWS TS*

U S Fed e ral Via ingest, full visibility to hosts, 10T assets, ICS, etc

Decryptionless...

A - Underlying payload not of interest, purely TCP header behaviors
g e n C I eS Break and inspect not often feasible

Fully Air-Gapped

No external connectivity required for NDR capabilties




GENERATIVE Al ADOPTION IS INCREASING
What it is

Generative Al

> Consumers:
ChatGTP, Gemini Meta.ai, Midjounrey

> Generative Al for Enterprise:
Copilot for Microsoft 365, In-house Als

GenAl Adoption by attackers:

> Emerald Sleet, Forest Blizzard, Crimson Sandstorm, Charcoal Typhoon, Salmon Typhoon

Example Usage
> LLM-informed reconnaissance
> LLM-enhanced scripting techniques
> LLM-supported social engineering



56 MITRE ATT&CK TECHNIQUES

. Resource . ML Model . . Privilege . Credential i X ML Attack .
Reconnaissance Development Initial Access Access Execution Persistence Escalation Defense Evasion Access Discovery Collection Staging Exfiltration Impact
5 technigues 7 technigues 6 technigues 4 technigues 3 technigues 3 technigues 3 technigues 3 technigues 1 technigues 4 technigues 3 technigues 4 technigues 4 technigues 6 technigues
Active Scanning Acquire Evade ML Model Full ML Model Command and Backdoor ML LLM Jailbreak Evade ML Model Unsecured Discover ML Data from Backdoor ML Exfiltration via Cost Harvesting
(ATLAS) Infrastructure (272} Access Scripting Model 202 Credentials Artifacts Information Maodel 22 Cyber Means
Exploit Public-Facing Interpreter LLM Plugin LLM Jailbreak [ATLAS) Repositories Denial of ML
Search Application Acquire Public ML Application (ATLAS) ML Model (ATLAS) LLM Prompt Compromise Discover ML (ATLAS) Craft Adversarial Exfiltration via Service
Repositories Artifacts (212} Inference API Injection (2/2) LLM Prompt Model Family Data (5/5) ML Inference
LLM Prompt Access LLM Plugin LLM Prompt Injection (212) Data from Local API 13/2) Erode ML Model
Search for Publicly Develop Capabilities Injection 272} Compromise Poison Training Injection (2/2) Discover ML System (ATLAS) Create Proxy ML Integrity
Available Adversarial (ATLAS) 1 ML-Enabled Data Meodel Ontology Madel @) LLM Data
Vulnerability Analysis ML Supply Chain Product or User Execution ML Artifact Leakage Evade ML Model
Establish Accounts Compromise (/) Service (ATLAS) a I LLM Meta Prompt Collection Verify Attack
Search for Victim's (ATLAS) Extraction LLM Meta External
Publicly Available Phishing (ATLAS) ) Physical Prompt Harms (s/5)
Research Materials (313) Obtain Capabilities Environment Extraction
(ATLAS) (2/2) Valid Accounts Access Spamming ML
Search Victim-Owned (ATLAS) System with
Websites Poison Training Data Chaff Data

Publish Poisoned
Datasets
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GEN-AI DRIVEN ATTACK

® G 5 o

Threat Gen-Al crafted Entra ID Copilot for Microsoft 365
Actor phishing bypass MFA accessed accessed

‘ @ \ | want register a new device show documentation now?

Attacker registers Copilot discovers files around
their own device MFA and device registration

g

Jailbreak Copilot to force Lateral M365 apps, AWS,
discovery of sensitive data Azure or the Network =7
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DETECTION AND RESPONSE ARE KEY

1. Generative A
2. Generative A

3. Generative A

IS a force multiplier for everyone
attacks still require action on objective

attacks can be detected and stopped
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REFERENCE ARCHITECTURE
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Carbon Black.
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DETECT FOR NETWORK — ATTACK SIGNAL INTELLIGENCE

On-Premise, Hybrid or Cloud Native

Command
and
Control

Recon

MITRE D3FEND

Lateral Movement

Exfil

--->

External Remote
Access

Internal Darknet Scan

Hidden DNS Tunnel

Suspicious Port Scan

Suspicious Remote
Execution

Ransomware File
Activity

DNS Tunneling

Hidden HTTP/S Tunnel

Suspicious Port Sweep

Suspicious Remote
Desktop

SQL Injection Activity

HTTP/S Tunneling

Multi-Homed Tunnel

SMB Account Scan

Suspicious Admin

Privilege Anomaly —
Unusual Acct on Host

Smash and Grab

Suspicious Relay

Suspect Domain Activity

Kerberos Account Scan

Shell Knocker
Client/Server

Privilege Anomaly —
Unusual Host

Data Smuggler

Malware Update

File Share Enumeration

Automated Replication

Peer-to-Peer

Suspicious LDAP Query

Brute Force Attack

Privilege Anomaly —
Unusual Service

Data Gathering

Threat Intelligence
Match

TOR Activity

RPC Recon

SMB Brute Force

Privilege Anomaly —
Unusual Trio

Threat Intelligence

RPC Targeted Recon

Kerberos Brute Force

Privilege Anomaly —
Unusual Service from
Host

Botnet/Monetization

Cryptocurrency Mining

Match

RDP Recon

Suspicious Kerberos
Server Activity

Suspicious Stage
Loader

Outbound Brute-Force

Threat Intelligence
Match

Outbound DDoS

Outbound Port Sweep

MITRE
ATT&CK.
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VECTRA

DEEP DIVE INTO Al
DETECTIONS

150+ Detection Models, Algorithms, and Techniques
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FILTER OUT THE NOISE FOR UNRIVALED SIGNAL
CLARITY

Al-driven Prioritization at scale through intelligent automation

6. Suppress re-occurring benign
detections from scoring by

O Vectra Platform applying Al-triage filters
N

Host Severity Summary

B CcrITICAL
- ] | [ |
.- = Eq

@] @] 356 1 1 Incidents
1 249 Hosts/Accounts

With Detections | ™ T——— 5. Scoring Hosts with
29 827 _ Threat Certainty™ model
5 1T B Detections
1 9 2 8 6 9 Events Flagged
Metadata : S :
Hosts Obeerved 2 (7 Incidents . Incidents
l I
=

1. Capture | 2. Apply 3. Link events to 4. Correlate
network traffic | detection detection timeline detections to
and create | models to find and score hosts and build
security I attacker detections for attack
enriched | behavior events Threat&Certainty progression
metadata : timeline

I

I

7. Zeek-formatted metadata is
T T T e e e e —> made available for retroactive
manual analysis and forensics

Source: Customer environment in a large multinational enterprise, during a 30 day period
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TWO MAJOR PHILOSOPHIES IN APPLYING Al TO THREAT

DETECTION

Math-led
Simple anomaly

Security-led
Attacker method

Ask for a new stat

Use rules
engine to filter
anomalies

Generate
simple
anomalies

Define attack
method to detect

Develop, test, refine

@B - data science @ - security research

100s of
statistical rules

10s of attacker
method detectors
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THE "NO FREE LUNCH" THEOREM

> Supervised — Global learning

> Deep learning / neural networks

_ 4 Highly Specialized Algorithms
> Natural language processing o
&}
> Statistical modeling é
: . o General Purpose Algorithms
> Unsupervised — Local learning I PPN _ _em=~o

] o Wy -—§~ -_”—-h_— Sans'

> Clustering = ~—

>

> Qutlier detection Type of Problem

> Graph analysis

VECTRA CONFIDENTIAL



VISIBLE CONTROL IN THE DATA -- SEES THROUGH ENCRYPTION

——Send -=-Receive

B

BYTES

TIME

Encrypted Beacon Traffic

Labeled (positive)
tunnel samples

Normal (negative)
HTTPS samples

@ VECTRA

Challenge: choosing the <0.1% of -
beacons that show C2 tunnel behavior

Train

Time series.
Sub-second
data patterns.

Infected Response
Attacker
Commands

—+-Send -==Receive

Infected Response

BYTES

RN, G-

hidden layers

Deep Learning:

Recurrent Neural Network

Encrypted Tunnel Traffic

Identifies

No blind spots.
Evasion resistant.
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THE ATTACKER VIEW OF PRIVILEGE

v Properly granting permission is hard!

v Attackers abuse privilege gaps

v Vectra finds and protects the gap

Attack « Space

No Observed Defined Max
Privilege Privilege Privilege Privilege

VECTRA o CONFIDENTIAL



VECTRA'S VIEW OF PRIVILEGE

A

Attacker

Value Admin Observe and learn true privilege

— Privileged

Graph relationships
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VECTRA PRIVILEGE ANOMALY MODELS

Operations Host

| \
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Unusual Service Unusual Host

Azure AD Privilege
Operation
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