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Presenter

Ross Foard

IT Specialist (INFOSEC)

CISA

▪ Over 20 years of public sector and commercial cybersecurity and identity 

and access management experience

▪ Supports DHS' Cybersecurity and Infrastructure Security Agency (CISA) as 

a senior engineer in the Architecture and Engineering Center of Excellence 

(A&E COE)

▪ Ross is responsible for architecture and technical integration of Identity and 

Access Management, Cryptography, Data Protection and Zero Trust 

Architectures

▪ Co-lead on the Federal Mobility Group (FMG) Derived PIV Working Group 

(DPIVWG)
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▪ About me

▪ Review where we were when we last spoke FedID 2019

▪ The CDM Program ICAM Capabilities current

▪ Where ICAM needs to go under EO 14028 – Zero Trust Architecture

▪ What is Zero Trust and how does it differ from Perimeter-based security?

▪ How is Federal Identity, Credential, and Access Management (FICAM) changing to support ZTA?

▪ Strengthening  MFA as the Architecture and Technologies Evolve

▪ For Many Agencies a Hybrid Solution Architecture Next

▪ Notional Identity-centric Zero Trust Architecture

▪ Contact Information

Agenda
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2019 Introduced CDM ICAM 
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▪ FedID 2019 – A cross-agency panel discussed CDM 

and Federal ICAM partnership

▪ Agency and Federal Dashboards – Provide risk 

information about the .gov space

▪ Asset Management – Hardware, software, 

vulnerabilities and configurations

▪ Identity and Access Management – Users 

Accounts and associated vetting and privileges

▪ Network Security Management – Incident 

response, ongoing assessments and authorization, 

boundary protections and building in security

▪ Data Protection Management – Future 

implementations will provide security to data assets 



2023 CDM Program Capabilities look very similar
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2019 CDM IAM Notional Architecture
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Current CDM ICAM – Expanded PAM, ILM and Dashboard
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CISA has helped 

Agencies 

establish a 

Master User 

Record (MUR) 

and manage 

Lifecycle of 

users 

CRED 

enumerates the 

authenticators 

users have

MUR information is available in the CDM Dashboards – Now in the Elastic Stack

Increased focus on Identity Lifecycle 

Management of users

CISA has helped Agencies manage 

Privileged Users through Privileged 

Access Management tools
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Where ICAM Needs to Go – Zero Trust Architecture
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CISA and the Office of Management and Budget (OMB) 

supports this strategy through OMB memos M-19-17, M-

22-09, and by conducting CyberStat meetings with 

agencies and publishing guidance.

▪ Published at zerotrust.cyber.gov and 

www.cisa.gov/resources-tools

▪ CISA developed and updated the Zero Trust Maturity 

Model

▪ CISA developed Cloud Security Technical Reference 

Architecture (TRA)

▪ CISA developed the SCUBA Hybrid Identity 

Solutions Architecture

https://zerotrust.cyber.gov/
http://www.cisa.gov/resources-tools
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Traditional Perimeter-Based Security

9

▪ Only show your ticket once

▪ No other validation to ensure you 

only go where you’re allowed

▪ Trust is implicit
BASEBALL 

PARK
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Zero Trust at the Ballpark
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▪ Several checkpoints throughout 

the park for validation

▪ Integrated security

▪ Trust must be verified at each 

access

▪ More granular access controls

BASEBALL 

PARK
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▪ CDM’s DEFEND task orders are nearing completion

▪ CDM has updated Technical Requirements in Version 

2.5

▪ Critical Asset Management requirements identified. 

▪ Updates to IDAM and EDR. 

▪ OMI and OAS removed as unique CDM Layer A 

functions

▪ Data Protection Management (DPM) updated

CDM Future – A “New era” for CDM 
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Federal ICAM – Essential to Zero Trust

https://playbooks.idmanagement.gov/

Federal ICAM has always been 

about ensuring the right user 

has access to the right resource 

at the right time and only that 

necessary to perform the 

mission
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CISA helps Agencies understand MFA options
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MFA are most valuable in Single Sign-On Services

▪ Modern Single Sign-On services 

enable enforcement of a strong 

phishing-resistant multi-factor 

authenticator

▪ Modern protocols SAML and 

OIDConnect are the most widely used 

protocols supporting SSO

▪ User authorization decisions are 

made based upon the policy 

regarding the user’s role in the 

agency, and other context
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CISA SCUBA Hybrid Identity Solutions Architecture

Context-based access control 

(CBAC) is a method of access 

control that combines features of 

role-based access control (RBAC) 

and attribute-based access control 

(ABAC) to apply dynamic access 

policies using device-level signals 

as cues. 
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Identity Centric Zero Trust Architecture
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▪ For more information:

▪ ross.foard@cisa.dhs.gov 
(ICAM and Zero Trust SME) 

▪ www.cisa.gov/cdm
(Program Information) 

▪ www.gsa.gov/cdm 
(Acquisition Information)

▪ www.us-cert.gov/cdm/training 
(Training Information)

▪ https://community.max.gov/pages/viewpage.a
ction?pageId=1086358530
(Program Information on OMB MAX)

▪ For questions:

▪ CDM@cisa.dhs.gov 
(CDM Program Questions) 

▪ CSD_CB_AcqBudg@cisa.dhs.gov  
(CDM Acquisition Questions)

▪ CyberInsights@hq.dhs.gov 
(CDM Training Questions) 

▪ ICAM@gsa.gov

▪      Identity Assurance and Trusted Access 
Division

Information
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Thank You!
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